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number of different components involved (e.g., hypervisors, VMs
with their guest operating systems, vSwitch, etc.) not to mention
the cost in moving a packet during its journey, due to the many
components traversed and the several transitions between kernel
and user space.
The extended Berkeley Packet Filter (eBPF), recently introduced
in the Linux kernel, is a technology that can potentially be used to
create network functions and that guarantees several advantages
that are hardly present together. First of all, eBPF can process a
packet entirely in kernel space, without context switches or packet
copies between kernel and user space. Second, it leverages a set of
features that are already present in a modern Linux kernel, without requiring additional kernel modules that are definitely more
difficult to create and maintain. Third, the possibility to compile
and inject the code at runtime paver the way to a context-based
customization of each network function, enabling more aggressive
optimization [21]. In addition, the eBPF code is safe; in fact, it is
checked by an in-kernel verifier before being injected, hence ensuring that the code does not harm the system and guaranteeing a
significant advantage from a security point of view. Last but not
least, eBPF programs can cooperate with the kernel TCP/IP stack,
possibly complementing existing networking features. In fact, eBPF
functions can interact with other kernel-level data structures (e.g.,
FIB or neighbor table) and leverage kernel functionalities (e.g., TSO,
skb metadata, etc.) as opposed to other kernel bypass technologies
(e.g., DPDK [9], Netmap [25]) that, being executed in user space,
suffer from the overhead given by the memory separation between
kernel and userspace.
On the other hand, eBPF is known for some limitations [21]
that may impair its capacity to create powerful programs. In fact,
even though eBPF allows more complex data plane processing than
OpenFlow [20], it is not Turing-complete. As a consequence, it cannot support truly arbitrary processing, making the implementation
of some common services (e.g., ARP handling in a router) challenging. Furthermore, no abstractions current exist to implement the
(complex) control plane of a service, hence forcing developers to
dedicate a considerable amount of time to handle common control
plane operations (e.g., user-kernel interaction).
This paper presents a novel software architecture that simplifies
the creation, deployment and management of eBPF-based network
functions. In particular, it offers (i) the possibility to implement complex functions on the data plane, (ii) enables the creation of arbitrary
service chains, hence simplifying the creation of complex services
through the composition of many elementary components and (iii)
offers a service-agnostic interface that decouples the control and
management logic (which is generic and valid for all services) from

DR
AF

The capability to deliver fast, flexible and complex networking
services that go beyond traditional switching and routing is becoming crucial in current virtualized environments. Current solutions,
which are mainly based on Linux containers, virtual machines, or
native Linux tools (e.g., linuxbridge, open vSwitch, iptables), are
either difficult to rearrange in complex service chains, or feature
limited performance. This paper presents Polycube, a framework
based on the eBPF technology that enables the creation of arbitrary
and complex network function chains, where each function can
include an efficient in-kernel data plane and a flexible user-space
control plane with strong characteristics of isolation, persistence
(e.g., across server reboots) and composability. In addition, a generic
model for the control and management plane of each network function simplifies the manageability and accelerates the development
of new network services. We validate the framework by describing
the design of different network services and how it supports in a
unified way the building of complex network service chains.
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INTRODUCTION

Network Functions Virtualization (NFV) enables network services
such as firewalls and load balancers to be transformed in pure software images that are executed on standard servers. This technology
guarantees lower costs thanks to the reduction of the number of
dedicated appliances in the network [12] and to the possibility
to rely on (cheap) commodity hardware. At the same time, it enables more agile services thanks to the click-and-play nature of the
software.
The most common approach to NFV is through a set of (chained)
VMs or containers, connected by means of a virtual switch [23].
This often includes heterogeneous applications, built from different
vendors, with diverse characteristics e.g., in terms of configuration
protocols and life-cycle management, which complicates day-byday operations. This heterogeneity impairs also on the possibility
to achieve higher throughput through cross-VNF optimizations, as
each application operates in isolation. For instance, even simple
approaches, such as zero-copy or shared memory between cascading functions (e.g., [2, 14, 22, 26]), are often very difficult to deploy
in practice. Furthermore, advanced features such as service decomposition, fault-tolerance, high availability, should be provided
separately per each VNF, complicating the design of the control
plane and making the system more complex. Finally, the computational requirement for the above VNFs is often huge, due to the

